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Intellectual Property:
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is a violation of our intellectual property rights.
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1. Purpose

The purpose of this document is to provide guidance to the forensic community on acquiring
data from live computer systems. A primary concern is the ability to capture and save data in a
usable format. Factors such as the volatility or the volume of data, restrictions imposed by legal
authority, or the use of encryption may dictate the need to capture data from systems without
interrupting the power cycle.

2. Scope
This paper provides guidance and considerations for the acquisition of data from live computer
systems which may include volatile memory and/or data from mounted file systems as stored in
a computer.

3. Order of Volatility

When acquiring evidence, the examiner must carefully consider the order in which data is
collected due to its potential volatility and the effect of the collection on the system. This order
may change based upon the system. The examiner must understand the needs of the given
situation and order the collection of volatile data accordingly.

One example order of volatility is:
RAM

Running processes
Network connections
System settings

Storage media

ko

4. Technical Details
There are four categories of live acquisitions:
1. Live memory (RAM, pagefile, swapfile, etc.)
2. Volatile system data/processes
3. Live file/file system acquisition
4. Live physical acquisition

4.1 Live Memory

Live memory acquisition methods copy data currently residing in system memory. Generally,
live acquisition methods require administrator-level privileges for the system. The time required
to extract all data from a system may contribute to the condition known as memory smear, where
data is modified during the acquisition process.

4.2 Volatile system data/processes

Volatile system data collection utilizes the execution of commands or batch scripts to collect
ephemeral information regarding the current system, such as: running processes, network
connections, passwords, file system status, open sockets, connected users, etc. Best practice
dictates the use of trusted binaries for this purpose, when available.
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4.3 Live file/file system acquisition

A live file/file system acquisition permits the examiner to acquire data that may not be accessible
once the system has been shut down, such as: mounted encryption containers, network storage,
databases, etc. As encryption may prevent access to data after shutdown, the file system should
be acquired live. Additionally, unsaved open files should be collected while the system is live.

4.4 Live Physical Acquisition

Situations may dictate that a system be acquired physically without shutting it down. This
acquisition method is susceptible to data smear caused by file access during the acquisition
process.

5. Tools and Training

Several tools exist to capture system memory from a computer system. Most solutions are
software based, require little training to successfully capture system memory, and require local
administrator rights for most modern operating systems.

6. Limitations

The examiner should be aware that interacting with a live computer system will cause changes to
the system. The examiner should know that their actions may cause changes to the data (e.g.,
RAM) and risk causing system instability. The examiner should understand these concerns and
how they may apply to their particular situation. The examiner must take measures to keep the
system accessible for the duration of the acquisition process. Given that the examiner is working
with volatile data, the examiner should maintain detailed documentation of all actions taken.
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