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Rysunek 3.1. Przebieg procesu kryminalistyki cyfrowej

Rysunek 3.7. Fizyczna blokada zapisu
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Rysunek 3.9. System operacyjny CAINE przeznaczony na potrzeby kryminalistyki cyfrowej
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Rysunek 3.13. Zestaw przenos$ny do zastosowan w kryminalistyce cyfrowej
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Rysunek 4.3. Dziesiecioetapowa metodyka dochodzenia
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ROZDZIAL 5.
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Rysunek 5.1. Przyktadowy schemat sieci
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Rysunek 5.2. Diagram NetFlow

ping_capture

Eile Edit View Go ;apt:ure Analyze Statistics Telephony Wireless Tools Help

AR i@ @O RR QA IR E
[W]Apply a display filter ... <Ctrl-/> E3 -| Expression... | +
No. Time Source Destination Protocol Length Info =
2 6.620761 8.8.8.8 192.168.49.136 ICMP 98 Echo (ping) reply
3 1.001149 192.168.49.136 8.8.8.8 ICMP 98 Echo (ping) request
41.148688 8.8.8.8 192.168.49.136 ICMP 98 Echo (ping) reply
5 2.001195 192.168.49.136 8.8.8.8 ICMP 98 Echo (ping) request
6 2.021638 8.8.8.8 192.168.49.136 ICMP 98 Echo (ping) reply
7 3.002919 192.168.49.136 8.8.8.8 ICMP 98 Echo (ping) request
8 3.028110 8.8.8.8 192.168.49.136 IcMp 98 Echo (ping) reply
! 9 3.234573 Vmware_1f:03:2e Vmware_e2:60:2f ARP 42 Who has 192.168.49.2?7
L 10 3.234851 Vmware_e2:60:2f Vmware_1f:03:2e ARP 60 192.168.49.2 is at ee -
4 »

» Frame 1: 98 bytes on wire (784 bits), 98 bytes captured (784 bits)

» Ethernet II, Src: Vmware_1f:03:2e (00:0c:29:1f:03:2e), Dst: Vmware_e2:60:2f (00:50:56:e2:60:2f)
» Internet Protocol Version 4, Src: 192.168.49.136, Dst: 8.8.8.8

» Internet Control Message Protocol

0000 08 50 56 e2 60 2f 00 Bc 29 1f 03 2e 08 0O 45 00O
6010 00 54 ed4 50 40 60 40 @1 54 18 cO a8 31 88 08 08
0820 o8 o8 98 89 bb 6a 9c Se 00 64 83 84 17 5d 00 00
0030 0 00

0040
0050
0060

O 7 ping_capture Packets: 8049 - Displayed: 8049 (100.0%)  Profile: Default

Rysunek 5.7. Analiza przechwytywanych pakietéw w programie Wireshark



M RawCap.pcap — L x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmZ® BB Re==F sEEaaan

(W] Acly a display fiter ... <Ctrl-/>

No. Time Source Destination Protocol  Length Info ~
1 0.000000 192.168.0.185 239.255.255.258 upP 63 38274 » 15608 Len=35
2 1.437581 192.168.0.40 239.255.255.250 S5DP 202 M-SEARCH * HTTP/1.1
3 1.437581 192.168.9.48 239.255.255.258 SSDP 2@2 M-SEARCH * HTTP/1.1
4 1.453128 192.168.0.185 192.168.0.40 uopP 441 36486 » 49498 Len=413
5 1.48437% 192.168.0.105 192.168.0.40 uop 441 38043 - 49493 Len=413
6 1.812583 192.168.8.185 224.8.8.7 ‘uop 228 8001 -+ 8001 Len=208
7 2.343746 1.9.168.192 224.9.0.1 IMP 36 Mobile IP Advertisement (Normal router advertisement
8 2.484374 192.168.0.408 239.255.255.250 SsSDP 202 M-SEARCH * HTTP/1.1
9 2.484374 192.168.9.48 239.255.255.250 SSDP 2@2 M-SEARCH * HTTP/1.1
10 2.484374 192.168.0.86 224.9.0.251 MDNS 165 Standard query @x8@e@ PTR 1lb. dns-sd. udp.local, "QU
11 2.484374 192.168.0.1085 192.168.9.40 ‘uop 441 41382 - 49498 Len=413
12 2.515627 192.168.0.185 192.168.0.48 ‘uop 441 58581 - 49498 Len=413
13 2.562499 192.168.0.116 224.9.0.251 MDNS 814 Standard query response @x@20@ PTR SoundTouch 1@ Off:
14 2.890631 192.168.0.1085 192.168.0.255 ‘uop 63 46772 » 15688 Len=35
15 3.484378 192.168.8.86 224.9.0.251 MDNS 164 Standard query @x0@0@ PTR lb._dns-sd._udp.local, "QM v
< >

Frame 1: 63 bytes on wire (584 bits), 63 bytes captured (584 bits)
Raw packet data

Internet Protocol Version 4, Src: 192.168.8.165, Dst: 239.255.255.250
User Datagram Protocel, Src Port: 38274, Dst Port: 15680

Data (35 bytes)

eeea 45 00 @0 3T 47 2b 40 @@ GHE- @

49 1 E 5

ee18 ef ff ff fa 95 82 3c f@ 00 2b 33 e2 53 45 41 52 <<+ ~+3-SEAR
38 2
A

@828 43 48 28 42 53 44 58 2T e 31 @a 44 45 56 49 CH BSDP/ @.1-DEVI
@838 43 45 3d 30 @a 53 45 52 9 43 45 3d 31 @a CE=8-SER VICE=1-

© 7 RawCap.pcap || Packets: 5791 - Displayed: 5791 (100.0%) || Profile: Defauit

Rysunek 5.10. Analiza pliku RawCap w programie Wireshark

Capture

...using this filter: [i |Er1ter a capture: filter ... '] |ﬂ interfaces shown ™

Local Area Connection™ 8
Local Area Connection™ 7

Local Area Connection®™ &

Ethernetl h
Adapter for loopback traffic capture

Rysunek 5.11. Interfejsy przechwytywania programu Wireshark




A Capturing from Ethemnet0 — L x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AaEgde  BRBER==>=FsEEaaas

(W JApely a display fiter ... <Ctrl-/>

No. Time Source Destination Protocol  Length Info ~
17228 35.386167 104.71.218.153 192.168.8.48 TCP 1514 443 » 25963 [ACK] 5eq=1993713 Ack=17248 Win=64128 Len=14
17229 35.386179 192.168.0.40 104.71.218.153 TP 54 25963 + 443 [ACK] 5Seq=17248 Ack=1995173 Win=525568 Len=0
17238 35.386223 184.71.218.153 192.168.08.48 Tce 1514 443 » 25963 [ACK] Seq=1995173 Ack=17248 Win=64128 Len=14
17231 35.386223 104.71.218.153 192.168.8.48 TP 1514 443 + 25963 [ACK] 5eq=1996633 Ack=17248 Win=64128 Len=14
17232 35.386223 184.71.218.153 192.168.8.40 TP 1514 443 » 25963 [ACK] 5eg=1998893 Ack=17248 Win=64128 Len=14
17233 35.386223 184.71.218.153 192.168.08.48 TLSv1.3 468 Application Data
17234 35.386238 192.168.9.40 104.71.218.153 TCP 54 25963 + 443 [ACK] Seq=17240 Ack=1999899 Win=525568 Len=0
17235 35.386918 184.71.218.153 192.168.0.40 TP 1514 443 » 25963 [ACK] 5eq=1999899 Ack=17248 Win=64128 Len=14
17236 35.386965 184.71.218.153 192.168.8.48 TP 1514 443 » 25963 [ACK] Seq=2001359 Ack=17248 Win=64128 Len=14
17237 35.386965 104.71.218.153 192.168.9.40 TCP 1514 443 » 25963 [ACK] 5eq=2002819 Ack=17248 Win=64128 Len=14
17238 35.386965 184.71.218.153 192.168.0.48 Tcp 1514 443 » 25963 [ACK] 5eq=2004279 Ack=17248 Win=64128 Len=14
17239 35.386978 192.168.0.48 184.71.218.153 TP 54 25963 + 443 [ACK] Seq=17240 Ack=2005739 Win=525568 Len=@
17240 35.387203 104.71.218.153 192.168.9.40 TLSv1.3 607 Application Data
17241 35.494596 192.168.0.48 184.71.218.153 TP 54 25963 + 443 [ACK] Seq=17240 Ack=2006292 Win=52480@ Len=0

v
< >

> Frame 1: 77 bytes on wire (616 bits), 77 bytes captured (616 bits) on interface \Device\NPF_{3FASS5868-6259-47EE-955A-AACCS18CAFB7}, 1A

> Ethernet II, Src: 8a:cc:9c:e4:88:44 (Ba:cc:9c:ed:88:44), Dst: IPvdmcast 7f:ff:fa (@l:0@:5e:7f:ff:fa)

> Internet Protocol Version 4, Src: 192.168.0.105, Dst: 239.255.255.250

> User Datagram Protocol, Src Port: 52038, Dst Port: 15600

> Data (35 bytes) b

< >

@000 el 0@ S5e 7f ff fa 8a cc 9c e4 88 44 08 00 45 60
2810 88 3f 38 af 40 00 46 11 50 f3 c@ a8 @0 69

P
= *SEARCH

2@20 |RERE cb 46 3c fa 8@ 2b fe 1d 53 45 41 52 43 48

8836 20 42 53 44 50 2f 38 2e 31 @a 44 45 56 49 43 45 BSDP/@. 1-DEVICE

8@848 3d 30 @a 53 45 52 56 49 43 45 3d 31 @a =@-SERVI CE=1-

° 7 Ethernetd: <live capture in progress > H Packets: 17241 * Displayed: 17241 (100.0%) || Profile: Default

Rysunek 5.12. Widok przechwytywania programu Wireshark
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Rysunek 7.1. Konfiguracja narzedzia Velociraptor

Punkty kofcowe



ROZDZIAL 8.
Obrazowanie kryminalistyczne

Rysunek 8.8. Kontrola integralnosci opakowania

Rysunek 8.9. Przyktadowe zdjecie dysku



Rysunek 8.10. Konfiguracja fizycznej blokady zapisu

ROZDZIAL 9.
Badanie dowodow sieciowych

@ 52.113.194.132

@ 13.87.188.105 @ 8.253.112.108
@.52.184.215440 @51.91.236.193

@ 204.79.197.200 @ 40.79.197.35
169497.131.16 © 2240.0.22

@-104.212

©52.182.143 211 @ 144.217.88.125

10.2.25.101

© 52.109.12.18

© 52.183.220.149

20:190- 11 &3.64.180.106

© 224.0.0
©20.42.73.27

©)\20.42.73.24
©20.83.81.164

@ 52.152.108.96

Rysunek 9.18. Wykres potaczen w Arkime



No.

~
Time

738 B85.5650898
731 85.565898
732 85.565175
733 85.565175
734 85.565348
735 85.565380
736 85.565380

738 85.613032

Source
204.79.197.219
16.4.14.181
284.79.197.219
18.4.14.181
284.79.197.219
284.79.197.219
16.4.14.181

18.4.14.181

Dectingti
18.4.14.181
284.79.197.219
16.4.14.181
284.79.197.219
16.4.14.181
16.4.14.181
284.79.197.219

284.79.197.219

Rysunek 9.19. Widok adreséw IP w narzedziu Wireshark

Protocol
TCP
TCP
TCP
TCP
TCP
TLSv1.2
TCP

I"ln.A Time Source Destination Protocol
738 B5.565@898 284.79.197.219 DESKTOP-53UINBH. loc.. TCP
731 B5.565898 DESKTOP-S9UINBH.1.. 284.79.197.219 TCP
732 B5.565175 284.79.197.219 DESKTOP-S9U1INBH. loc.. TCP
733 B5.565175 DESKTOP-S9UINBH.1.. 284.79.197.219 TCP
734 B5.565348 284.79.197.219 DESKTOP-S9U1INBH. loc.. TCP
735 B5.565380 284.79.197.219 DESKTOP-S39U1INBH. loc.. TLSwl1.2
736 B5.565388 DESKTOP-S9UINBH. 1.. 284.79.197.219 TCP

738 B5.613@832

DESKTOP-S9UINBH. 1.. 284.79.197.219

Rysunek 9.20. Widok nazwy domeny w Wiresharku




Wireshark - Coloring Rules Classic X
g

Name Filter

smb || nbss || nbns || nbipx || ipxsap || netbios

ipx || spx
Routing hsrp || eigrp || ospf || bgp || cdp || vrrp || carp || gvrp || igmp || ismp
]
~| TCP tcp
]
[~] Broadcast eth[0] & 1
< >

Deedvie ciick fo eoit. Drag [o move. Rules are processed in orclr il 8 malch i found.
1 H H E T il TR T B S B

I 7 | I | s | |

Rysunek 9.21. Klasyczne zasady kolorowania w Wiresharku

]

No. Time Source Destination Protocal
7 8.816798 DESKTOP-59UINBH. L. igmp.mcast.net IGMPW3
g 8.816798 DESKTOP-59UINBH. L. igmp.mcast.net IGMPV3

11 ©.816956 DESKTOP-59UINBH. L. igmp.mcast.net IGMPv3

13 8.817167 DESKTOP-S9UINBH.1.. igmp.mcast.net
! 17 8.817759 DESKTOP-S9UINBH.1.. igmp.mcast.net

! 28 8.819548 DESKTOP-59UINBH. L. igmp.mcast.net

! 29 @.877855 DESKTOP-S9UINBH. 1. 10.4.14.255
i 38 8.878012 DESKTOP-S9UINBH. 1. 10.4.14.255 NBNS
i 31 8.8780812 DESKTOP-59UINBH. L. 10.4.14.255 NBNS

! 35 8.24976@ DESKTOP-59UINBH. L. igmp.mcast.net

45 9.840349 DESKTOP-59UINBH. L. 10.4.14.255
46 9.840349 DESKTOP-59UINBH. L. 10.4.14.255 NBNS

Rysunek 9.22. Filtrowanie po adresach zrédtowych



M Wireshark - Packet 744 . 2022-04-14-aa-Qakbot-with-Cobalt-Strike.pcap - m} X

Frame 744: 583 bytes on wire (4824 bits), 583 bytes captured (4824 bits)

Internet Protocol Version 4, Src: DESKTOP-SSUINBH.local (10.4.14.101), Dst: geobram.com (208.91.198.131)
Transmission Control Protocol, Src Port: 49888, Dst Port: 8@, Seq: 1, Ack: 1, Len: 449

WOV W VW

) 02 ae @8 09 45 @0 ~
fae1@ e1 e9 8 bd @2 80 @6 51 89 @a 84 @e 65 d@ 5b

2020 cb 83 c2 90

0030 02 03 61 48
0840 73 65 65 72
2850 6e 6¢c 65 20
0060 73 74 3a 20
0870 @a 43 6f be
Bege 70 2d 61 6c
0090 2d 49 6e 73

50 1b 72 3d @@ 7a c5 c4 55 50 18
@0 A7 45 54 20 2f 69 73 74 2f 69
65 6d 74 65 66 73 70 69 64
54 54 50 2f 31 2e 31 od @a 48 6f
65 6f 62 72 61 6d 2e 63 6f b6d Od
65 63 74 69 6f 6e 3a 20 6b 65 65
76 65 @d @a 55 70 67 72 61 64 65
63 75 72 65 2d 52 65 71 75 65 73 w2

ST LENSEEE
@
(=l
=

Rysunek 9.23. Dane dotyczace pakietow

Rysunek 9.24. Widok pakietu HTTP



M 2022-04-14-a3-Qakbot-with-Cobalt-Strike pcap

File Edit View Go Cspture Analyze Statistics Telephony Wireless Tools Help

Am2® I TR A+ ZFsEEaaqf

Time Source Destination Protocol Length  Info

Mark/Unmark Packet Ctrl+M
Ignore/Unignore Packet Ctri+D
Set/Unset Time Reference  Curl+ T
Time Shift... Ctel+Shift+T
Packet Comment... Ctrl+Alt+C

Edit Resolved Name

Apply as Filter
Prepare as Filter
Conversation Filter
Colorize Conversation

sCTP

» Transmission Control Protocol o , [B874, Ack: 1802, Len: 1388
“ Hypertext Transfer Protocol B
File Data: 1388 hytes Ftornl Rt remers »
0008 08 08 82 1c 47 ae Decode As...
0018 @5 94 9a a8 40 @e ] 2
0020 e 65 00 50 2 99 | Show Packet in New Window

Rysunek 9.25. $ledzenie strumieni HTTP

ROZDZIAL 12.
Analizowanie plikow dziennika

Jednostki biznesowe Lokall

izagje biznesowe
= @ 7
Dzienniki systemowe i alerty Informacje o konfiguracji i zasobach Procesy biznesowe
kontroli bezpieczeristwa
/Informacja o systemach
(zy na podstawie dziennika

i uzytkownikach zawartawe
wpisie dziennika sugeruje, ze
Jestto prawidfowa dziatalnos¢

mozna stwierdzic, Ze jest to
legalna aktywnos¢ wsieci?”

4 biznesowa wsieci”
Analityk DziatIT kont Analityk
uzytkownikow
Inwentarz Inwentarz
oprogramowania  10.100.20.18 USSaleSyncAcct 10.88.6.12  oprogramowania
| |
'—JH

’ 10.100.20.18 Zainicjowano kopiowanie bazy danych przy uzyciu poswiadczen ,USSaleSyncAcct” do zdalnego hosta 10.88.6.12 - kod stanu 0x44F8

Rysunek 12.1. SIEM i architektura rejestrowania



ROZDZIAL 17.
Korzystanie z analizy cyberzagrozen
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Rysunek 17.14. Wyhor koloru tta w narzedziu nawigator w bazie MITRE ATT&CK



